SPAM: If you’re not part of the solution, you are part of the problem
By Alan Tomlinson
Overview 

Whilst time wasting is the main Spam related complaint of most email users, the volume of this irrelevant and sometimes offensive material has other implications. To the IT Manager or Service provider, Spam takes up ‘bandwidth’ and thus has a bad effect on the performance and cost of its network infrastructure. Whilst everyone wants to keep users happy, to simply treat the symptoms is to miss the point, and uses up yet more network resources. Providers of desktop Anti-Virus & Anti-Spam products and services will whistle all the way to the bank whilst wholesale methods of prevention continue to be largely overlooked.

Various Anti-Spam organisations exist to try to curb the preponderance of unsolicited mail. When specific servers are reported to these organisations for sending Spam, they ultimately become ‘blacklisted’ and ISPs can then use the lists, to filter & block mail from offenders to their customers. If Spam is properly reported, and the lists are responsibly used, this is a very effective system and can stop the problem at its root. ISPs who become listed due to the activity of their customers must take responsibility to find and suspend the offending user accounts very quickly if they wish to retain performance & credibility.

The thorn in the side of this system is that ‘Spammers’ can avoid becoming ‘blacklisted’ themselves, by using other people’s servers & Internet connections to relay mail on their behalf. By sending a few short commands over the Internet, improperly configured servers belonging to unsuspecting Internet users can be employed in distributing junk mail. Such misconfigured servers are disturbingly common, in fact until quite recently the default setting for MS Exchange, a very commonly used product, was to act as an ‘Open Mail Relay’ [1]. This effectively allows anyone with sufficient knowledge and intent, to send their Spam at little or no cost, or risk of being identified. Many IT companies despite impressive looking certification by software manufacturers, are guilty of failing to secure servers by not changing default software settings, and/or not keeping them up to date on security service packs & patches. 

ISPs with customers running ‘Open Mail Relays’ face the very real prospect of being blacklisted, whilst the real offenders remain unhindered, other than having to find new servers to do their dirty work. In reality organisations responsible for ‘spamming’ compile lists of servers they can relay through in much the same way that they harvest email addresses. If this ability to hide their identity were curtailed, sources of spam would be relatively easy to detect and thus filter. To this end responsible parties, Lawyers Online included, have a systems to scan for ‘Open Mail relays’ among those attempting to send mail across their networks. Positive results can lead to the owners of such servers being told get them properly configured or even reported directly to ‘blacklists’. Anyone told, or who finds they have such a basic misconfiguration should not only fix it IMMEDIATLEY, but also seriously consider full IP security audits, as there are potentially many more security holes that have been similarly overlooked, or even created as a result.

Ways to Avoid being Spammed

A/ When building web sites 

‘Bots’ (as described in last months article) are programs that read the source code of sites, rather than viewing pages like a human. Thus even if your address doesn’t appear on the page, the ‘bot’ may be able to extract it from the coding of an ‘email us’ button or a mail form. Thus you should consider ways of making your email address hard for programs to extract in a usable format e.g.

If creating your own web site:

i) Display your email address as an image (JPEG) file

ii) Use one of the following styles:



steve [at] solicitorsfirm [dot] lawyersonline [dot] co [dot] uk



s t e v e @ s o l i c i t o r s f i r m ..(etc)

If you use a professional web designer you could ask them to:

i) Place each character of your email address in cells in an invisible table.

ii) Insert non-breaking-spaces randomly throughout the address.

If you choose not to display your address at all, but instead provide a form

i) Use a PHP form where the email address is drawn from a database that is not publicly available. (This will require PHP enabled web hosting.  Lawyers Online don’t charge extra for this but many do - check with your ISP)

ii) Publish a privacy policy and stick to it! (To prevent people being worried that the address they put into your form will be used for Spam).

B/ When using Web sites 



i) Check the privacy policy of the web site



ii) If email address is optional then don't provide it

iii) If you have a catchall pop box [2] use a different email address for each web site you provide your address to.



e.g. assuming you have the catchall email address of




anything@solicitors.lawyersonline.co.uk

When asked for your email address to subscribe to a web site called 'Legalstuff' you could provide the address of  




legalstuff@solicitors.lawyersonline.co.uk

This way if  ‘Legalstuff’ were to start sending you Spam, or sell their mailing list to a spammer, you can instruct your ISP to delete all email to that specific address. 

“Ok I’ve applied all the above but what do I do about the junk already addressed to me”?

i) Ask your ISP if they have any Spam filtering services. The chances are that they are already doing some filtering as part of your basic email package, however due to concerns that it may block legitimate email this will probably not be very aggressive.

If your ISPs basic anti-spam offering isn't up to much ask them about upgrade options. The odds are they can get a better deal than you, and support problems can be avoided  (i.e. if you use a 3rd party without your ISP knowing they may be in the dark on vital tech information when it comes to resolving support issues). 

e.g. Lawyersonline provide Spamcop [3] as standard but have agreements in place with Messagelabs [4] for individual user licences.



ii) Check your ISPs terms and conditions and acceptable usage policy (AUP). You may be more prone to receiving Spam if your ISP is ‘friendly’, towards spammers i.e. their acceptable use policy (AUP) is too loose, or non-existent. In this case insist that they update their AUP and/or agree to provide more protection as standard. It’s a buyers market; look at other ISP AUPs and services. If yours can’t be bothered to compete, change ISP.

 “ I’ve done all I can to avoid downloading this rubbish but its still reaching my desktop”.

i) Configure your mail server to scan for unwanted mail. There are many server-based products and services available but as many are developed for inherently robust and secure Mail & Web Server technologies, they run on platforms other than Windows. A robust server based solution is far more resource efficient and economical than duplicating the process on individual desktops with expensive software that needs updating & patching constantly!



e.g.
SpamAssassin [5]




SpamCop [6]




MAPS [7]

ii) Learn how email filtering works in your email software. Try setting email filters to:

Send emails to an email address that you don't use to a "suspect" folder

Send emails from people you do not know to an "unknown senders" folder.


This leaves your inbox with emails sent to your specific address by people you know.

(You should check your "suspect" and "unknown senders" folders regularly)

iii) Purchase Spam filtering software and/or switch to email software with Spam filtering included.



e.g. 
Additional software:
McAfee Spam Killer [8]




Email client:

Eudora version 6 [9]




What to do with Received Spam

How you treat unwanted mail could have a huge effect on whether you continue to receive it. Remember that spammers obtain addresses through various means [10] and may not necessarily know that they really exist. Any response to the Spam will only confirm the addresses validity, with the result that far more gets sent to it.

i) Where possible DO NOT view mail in HTML / Rich Text format.

Email messages that are in HTML / Rich Text format can contain images, or links to images. When you view an email that has a link to an image stored on a web site, your email client has to go to that web site and get the image so that it can be displayed. In Spam messages these images often have your email address encoded in the links. By viewing the Spam you are confirming to the sender that the address they used is valid. Even if the links do not contain your email address the fact that someone viewed that site will be recorded.

This just proves to the spammers, or the company paying them, that people are reading the emails and that the campaign is working. If you can’t view in plain text try selecting ‘work offline’ until you’ve had a chance to preview and delete obvious Spam – (remember to go back online afterwards) 

ii) DO NOT visit any web sites or click on any links in unwanted mail    

iii) DO NOT click the ‘unsubscribe’ option on mail from unknown senders.



iv) DO NOT reply to obvious Spam.

v) DO NOT send read receipts to unknown senders. Check that your email server and/or client software doesn’t automatically send receipts when requested. 

.


vi) PLEASE DO report Spam. Responsible ISPs will happily accept your Spam to report to the appropriate organisations.

+++ YES WE DO WANT YOUR SPAM +++

We’ve come full circle…. Reporting Spam helps organisations to create the statistics that are used to create ‘blacklists’. The more Spam that is filtered & blocked before download, the faster and/or cheaper the network, and the more efficient the Service provider.



By reporting Spam you are helping the Internet as a whole 


Please support causes like The European Coalition Against Unsolicited Commercial Email [11]

References

[1] 
http://www.lawyersonline.co.uk/?page=techdesk/openrelay.php
[2]
http://www.lawyersonline.co.uk/?page=techdesk/pop-boxes.php
[3]
http://mail.spamcop.net/individuals.php
[4]
http://www.messagelabs.com
[5]
http://www.spamassassin.org
[6]
http://spamcop.net
[7]
http://www.mail-abuse.com
[8]     
http://www.amazon.co.uk/exec/obidos/ASIN/B000089DM5/lawyersonlineltd
[9]
http://www.eudora.com
[10]
http://www.nwfusion.com/research/2002/0513spamside4.html
[11]
http://www.lawyersonline.co.uk/open/spam
Lawyers Online, www.lawyersonline.co.uk, was founded in 1998 by a busy Sole Practitioner, Rosie Houghton, who was dissatisfied with the range of substandard and/or overpriced 'professional' ISP services for Lawyers. The company has grown to provide 1500+ multi-user Firms, Chambers and Legal IT companies with Dial-up, ISDN & Broadband Connections, as well as bespoke Mail delivery, Web programming and IP Security services. The company remains privately owned by its founder, and is managed by Directors Alan Tomlinson and Bill Naylor
