The Problem of Spam

by Simon Bennett – IT Director – Tarlo Lyons

Spam – What is it and why do we get it?

Spam is unsolicited e-mail. Its formal name is unsolicited commercial email (UCE). It can take a variety of forms but the most common are normally e-mails advertising adult websites, get-rich-quick schemes, or amazing financial deals.

Sometimes it can be difficult to work out what is spam and what isn't spam. In its broadest sense spam could be any email that we have not asked to receive. This could include a commercial email from known senders or jokes from friends. However, the two things which set spam, or UCE, apart from other types of email is a that spam is unsolicited, i.e. sent without the recipient's permission, and it promotes products or services for sale.

To sell products is the main reason why spammers spam in the first place. Millions and millions of spam messages are sent every day and if only a tiny proportion of these messages received a response then the spammer will make plenty of money.

For example if a spammer wants to sell a £5 product and sends out 5 million e-mails advertising this he will probably only get a 0.1 per cent of response to this. Even with this small response the spammer will make £25,000.  For the spammer the best bit is  that it’s virtually free.  How else can you expect to reach millions of people for only a small outlay?

It's very simple to spam

All a spammer needs to send out spam is a list of e-mail addresses, some spamming software, and an available email server.

E-mail addresses can be obtained in several ways. The most common way is that they are bought and sold, usually on CD, between spammers. E-mails can also be harvested from the Internet. The harvesting of e-mails takes a number of forms. The most common way is through a subscription to unscrupulous websites. You innocently enter your e-mail address into a website and the spammer has got you. Other ways include randomly generating e-mail addresses, spambots which are programs which look for the @ sign on the Internet, and through newsgroups and chat sessions.

Spanning software can be easily obtained over the Internet either free or very inexpensively.

Obtaining access to an email server is probably the most difficult part of sending spam email. Obviously a spammer wants to hide his tracks; therefore he doesn't want you to be able to trace him through the email server he is using. Therefore he will use somebody else's email server. Sometimes a spammer will use his own email server, but he will modify the headers of an e-mail so it cannot be traced back to his server. As most ISP's prevent prolific spammers from using their systems it is not very common for a spanner to have their own e-mail systems. Spammers usually access other e-mail systems without the owner's permission. This is called relaying. Many organisations inadvertently have their email system set as an "Open relay". An open relay allows spammers to pass email through that system, and it would seem to the eventual recipient that the email came from the relayed email server. You can check if your e-mail system is an open relay by going to www.abuse.net/relay.html. If you find your e-mail system is an open relay it is important to rectify this as soon as possible. There are organisations (i.e. ORDB The Open Relay Database - www.ordb.org), which will blacklist e-mail servers that are known to relay. If you find your e-mail server has been black listed then it could become very difficult to send legitimate email.

Spam is costing you

So we have established that spam is annoying. Well it also costs money, and could have legal implications. To give you some idea of how much spam costs check out the following website: www.sunbelt-software.com/ihs_roi.cfm. This is somewhat anecdotal, but does give you some indication of how much spam could be costing your organisation in lost productivity per year. It is not only the time your employees spend looking at spam, it is also the burden on the IT systems and your IT department. Spam consumes bandwidth and storage space. According to the Gartner Group: “…the amount of spam in the networks today is about 16 times what is was two years ago.  All told, an estimated 30 percent to 50 percent of the messages coming toward enterprises are spam or malicious content.  Serious spam control is needed to optimise the use of bandwidth, disk space and people time.”  
A lot of spam contains inappropriate material. This could be of a sexual or racist nature of. For example, there are very strict laws surrounding child pornography. Even inadvertently opening an email containing such images could be grounds for prosecution. Organisations have to be very careful that they are not storing inappropriate e-mails and they have a responsibility to control the e-mails they received and send.

The government and the EU are starting to take this seriously and they are looking at drafting legislation to make mass mailing of unsolicited e-mails an illegal activity. However this is unlikely to stop the spammers. Most will move their operations to Africa and the Far East. It will take a combination of technology, co-operation from ISPs, and legislation to stop the spammers flooding the Internet with unwanted e-mail.

What can we do to control spam
We can start with some very simple things. First of all be very careful on who you give your e-mail address to. Signing up to lots of newsletters, newsgroups and other websites may mean that the spammers will get hold of your e-mail address. Some of the websites may sell your e-mail address to spammers, or your e-mail address may get "harvested" by software designed to retrieve e-mail addresses from the Internet. Do not reply to spam e-mails. Many spam e-mails have a "unsubscribe" link at the bottom of the email. The email may suggest that by clicking this link you will be removed from their mailing list. Unfortunately all this will do is to confirm to the spammer that your e-mail address is legitimate thereby encouraging even more spam.

An email policy is a vital tool in the fight again spam. It is important to educate staff so they know what is, and what is not acceptable use of the email system. If you need help with this there are lots of resources on the Internet. Try doing a search for "email policy" in a search engine. Two sites that I came up with are www.cpsr.org/program/emailpolicy.html and www.email-policy.com.

The technology

With the rise in spam email there has been a significant increase in the companies offering anti-spam solutions. Some of the software combines the removing of spam with other services such as virus protection. There are two main ways of protecting your network from spam email.

· Dedicated anti-spam software either as a stand-alone product, or as part of a combined e-mail handling program.

· A service company which screens email before it reaches your e-mail servers.

There are many anti-spam software solutions. Most of these rely on keyword searches, heuristic analysis, or by utilising spam blacklists.  Many of these products use multiple methods to ensure that most spam is blocked before it get to the corporate email system. None of these systems are perfect and occasionally spam will get through or there will be a "false positive". However, this is preferable to being flooded with multiple spam messages every day. Here are a few of the top anti-spam software solutions:

1. MAILSweeper  www.mailsweeper.com. MAILSweeper does much more than just check for spam. It is a complete management system for all of your incoming mail and not only checks for spam but also checks for viruses and other files, such as executables, which could pose a risk to your network.

2. BRIGHTMail  www.brightmail.com. BRIGHTMail is a pure anti-spam product. It blocks spam in a variety of different ways including URL and header rules, blacklists, and heuristic scanning.

3. IHateSpam  www.ihatespam.net. IHateSpam is also a pure anti-spam product, and is geared towards the smaller organisation. It integrates very tightly into Exchange 2000, or can be used as a stand-alone product with Outlook.  It blocks spam by using semantic filters, rule based filtering, and lists of known spammer domains.

The alternative to software-based anti-spam is to use a company that provides an anti-spam service on a subscription basis. One of the leading companies in this area is MessageLabs (www.messagelabs.com). The service works in a very similar way to the software products you can buy off the shelf. There is an advantage in the fact that you have no software installed on the network but some people may not be comfortable with a third party making judgments on what e-mails can and cannot be allowed into the organisation. Obviously much of the control of e-mails is passed to the organisation but the emails still pass through MessageLabs systems. 

Tarlo Lyons
Tarlo Lyons uses a combination of MAILSweeper and a product called Lightspeed (www.lightspeedsystems.com). Lightspeed is network management software that includes spam control and bandwidth management. With these two products we stop over 99 per cent of all spam.

Conclusion
At the rate spam is currently increasing all organisations have a duty to control it in some way or other. If we don't then email will become virtually unusable in a business context. At the current rate of expansion spam will make up the majority of the email travelling across the Internet and within the next few years. There are many products and services available now to suit many different budgets, which will allow business to control what has become a major problem.
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