Filtering out junk email
By Charles Black
Email has become a utility, but every inbox on Earth has now become infected with the disease that is Unsolicited Bulk Email – commonly referred to as spam or junk email. Spam pollution has spread around the world with relentless pace particularly in the last year, threatening to seriously undermine the status of email as an indispensable communications tool. Dealing with spam wastes employee time and costs businesses money, not only through lost productivity but through clogging up network connections and messing up the efficiency of business networks. This article considers the ill-effects caused by junk email and the remedies available to deal with it. 
The last 12 months have seen a dramatic increase in junk email, from just 2.3% in June 2002 to over 50% by July 2003
. The situation is getting worse by the day and the spam percentage has doubled just since January this year. As a result, hundreds of millions of junk emails now pervade the Internet every day, sent to generate financial gain or sometimes just to cause havoc with the Internet, flooding mail systems and bringing down servers. The vast majority of recipients are now experienced at identifying spam and delete it immediately, but delivering so many junk emails means that even the smallest response percentage is sufficient to make profits for the spammers. Junk email is a low cost method of reaching millions of people; it is spreading faster as more spam mailing lists are created either by just guessing email addresses at a particular domain (spammers use software to randomly generate potential addresses) or by harvesting email addresses from publicly accessible web sites and newsgroups. Another method used by spammers to verify email addresses is to include an ‘unsubscribe’ link in the email – unless the sender is reputable, clicking on such a link confirms that your email address actually exists and ensures you will receive a whole load more spam. Some spammers are even resorting to distributing viruses designed to turn your PC into an engine for sending out even more spam.
The ill-effects
Junk email is a problem because it is an email disease and email is a utility. Our reliance upon it has grown dramatically over the last few years and our business practices have been adapted to take advantage of the benefits it brings. It makes communication fast and efficient. It reduces business costs and can increase sales by marketing its products to consenting individuals and by ensuring enquiries receive a fast response. Our reliance upon it is a truth most evident when email is taken away – when it stops working, catches a virus or emails are lost. It is the growth of email as a necessary business tool that has resulted in a corresponding growth in its abuse. The power of reaching new customers with email is the power which, when used indiscriminately, becomes the nuisance of junk email. Here’s the circular equation – junk email is only a problem because genuine email is such a valuable tool; junk email only exists because email is now so relied upon and so widely used. Junk email threatens to undermine the effectiveness of email for a number of reasons. 
Lost productivity
The most important is the time it takes to deal with it – waiting for it to download to your inbox and then filtering it out and deleting it. Paul Wood, Chief Information Security Analyst at MessageLabs, explains "for example, an employee on an average salary of £25,000 receiving around 30 spam emails per day, may take up to 5 seconds identifying and deleting each spam from their inbox.  This will amount to around 20 minutes of lost productivity each month. Multiply that by 100 employees and this cost in lost time can be as much as £2,000 each month or £24,000 per year."
IT costs
In addition to time taken up deleting junk email, it also puts an added pressure on IT resources such as bandwidth, server processing, storage and internal network connections. More junk emails into everyone’s inbox on a large network increases bandwidth usage which slows down network connections to the Internet and can cost a business more money. If you are using a dial-up ISDN connection you will have to be online for longer whilst the junk email downloads. If you are on a broadband or leased line solution junk may force the business to upgrade to a higher bandwidth connection just to maintain the desired connectivity speed. Junk email also takes up storage space – ironically it even has to be backed-up. Furthermore, it increases the amount of data sent over an internal network making network connections less efficient.
Content
Junk email is on the whole offensive content and some of it is unlawful which presents a further issue of potential liability for employers (either in terms of their employees possessing pornographic images or a responsibility to protect employees from receiving such images). 
The remedies
A solution is therefore needed to combat junk email so that email can continue to be the indispensable business tool that it is. At present there is no effective law to deal with junk email. Although the UK is to give effect to the EU’s Directive on privacy and electronic communications later this year (which will make it unlawful to send email unless the recipient has a prior relationship with the sender or has opted-in), consideration of a legal solution to junk email is beyond the scope of this article. In any event it is reasonable to assume that any attempt at a legal solution to what is an international problem is unlikely to succeed in the medium term. Legal solutions aside therefore, what solutions are there to combat the problem? 
Report it
Though time-consuming it does help if you report spam emails. There are a number of web sites to which you can report spam such as www.spamcop.net and www.spamabuse.org. 
Desktop
Some measures can be taken at the desktop level. One solution is to install software such as Cloudmark
 on your PC. This works as a blacklisting product and the blacklist is continuously updated by users of the software reporting a junk email. You can also set up rules in your email client (such as Microsoft Outlook) that delete or re-direct to a designated junk folder emails which contain certain words or which have originated from certain email addresses. However, this puts a burden on each individual to make changes to their email client – changes which people need to be trained in and which are time consuming to implement. Because junk mail techniques are changing constantly the burden on managing desktop filters does not resolve the lost productivity issue caused by junk email. Desktop solutions such as this can be useful for home use, for protecting the family PC from offensive junk, but for businesses outsourcing the management of the junk email filter by blocking it at the Internet level before it ever reaches your network is a considerably more effective way to combat spam.

ISP email filter

Blackspider Technologies, MessageLabs, the global pioneers of scanning emails at the internet level and Nasstar are among the organisations now offering a junk email filter which aims to block the maximum amount of unwanted email whilst minimizing ‘false positives’ (valid email wrongly identified as spam). Tests from all these ISPs show that their spam filters are effective at blocking over 90% of the junk so that it never reaches your inbox. Not a total cure but a highly effective one and good enough to ensure your email remains the effective communication tool it should be. A key factor in the success of these services is that the technology filtering out the spam is constantly being updated without any required input or time from employees of the recipient company. 
An Internet solution
Spam filters are operated outside of your own network environment – they work at the Internet level rather than network/desktop level. This is achieved by re-routing all email through the filter and then forwarding it on, junk and viruses washed out, to your inbox. James Kay, Chief Technology Officer and a co-founder of Blackspider Technologies explains “setting up the filter involves re-routing the email – technically known as the SMTP feed - via our system. This involves changing the MX record for the domain you use for your email to point to our system. The scanning takes less than 1 second, and the email – with viruses and junk taken out – is forwarded on to your inbox or in-house mail server. One of the key strengths of our filter solution is that you don’t need to reconfigure your in-house mail server to use the filter.”

Inside the filter
The filters provided by ISPs such as Blackspider Technologies
, MessageLabs
 and Nasstar
 all provide a large number of rules to identify junk email. As email passes through the filter the rules are applied and a spam score is given to the email. If an email achieves a certain score it is classified as junk. There are a number of rules employed by the filters and the core of all the filters is that they are adaptive, constantly updating and building knowledge to combat new and emerging spam techniques. Bayesian probability techniques are used to create intelligent filters. Bayesian mathematics is a branch of logic which uses the knowledge of prior events to predict future events. Using Bayesian probability the filter has the ability to learn – as it receives more spam it becomes better at identifying genuine email. Bayesian probability is a highly effective part of the filter which can reduce false positives to fewer than 1 in 1000 emails. 
Another set of rules used by the spam filters is lexical analysis – a number of tests which look for characteristics in the header and body of the email that would be indicative of a junk message.To keep pace with spamming techniques the anti-spam community make use of  spamtraps (or ‘honeypots’) where particular email addresses are deliberately used to bait spam email, enabling further analysis to be made in identifying spam. Additionally, when a spammer sends email to these addresses the email can be automatically “checksummed” and added to a database of known spam emails. ISP solutions are particularly effective here since these services see email in their honeypots before it is sent to most end-users.
Another technique used by the filters is to look up public blacklists which contain IP addresses of machines used to send spam messages. The lists are updated all the time and the filter checks to see if the email has been sent from one of the offending machines. The list of blacklisted IP addresses is updated all the time as spammers are increasingly using what is known as the ‘open proxy’ method of sending emails – this involves unauthorised use of a server to relay the spam often without the knowledge of the server owner. One of the real time blacklists used is provided by Spamhaus.org which maintains a list of spam sources and known spam organizations. The lists are updated constantly and can be queried by ISPs – such as those operating spam filters – to ensure that the junk filter is kept up to date.
Spam filters can also be updated from within your organization through adding unwanted email addresses or domains to a blacklist and valid email addresses and domains to a whitelist. Email addresses on the whitelist will always go to your inbox, whilst emails from domain names or email addresses on the blacklist will always be classified as junk. These whitelists and blacklists are a useful tool as network administrators within an organization are given an element of control over what is and is not permitted. However, spammers change their email address frequently so blacklisting is less effective than whitelisting.
What happens to email that has passed through the filter?

Email with a junk mail score can be automatically deleted, quarantined (to be dealt with by a network administrator) or directed to a junk mail folder. The drawback with having junk automatically deleted is that some genuine emails wrongly identified as junk may also be deleted. If junk is instead quarantined or directed to a junk mail folder then false positives can be identified and added to the whitelist so that in future they go straight to your inbox. Where quarantined email ends up depends on how your organization has set up its email and also on a decision your organization makes about how to treat junk email. Email that passes through the filter is sent on either to your existing mailserver, such as an in-house Exchange server, or direct to your inbox. Many chambers and law firms have their own in-house Microsoft Exchange server with Microsoft Outlook clients on desktops. In such a case the email, once it has passed through the filter, will be forwarded on to the in-house mailserver where it will be distributed to its users in the normal way. However, a number of chambers and law firms are now opting for a hosted email solution whereby an ISP such as Nasstar manages and maintains your email server off-site. Hosted email solutions can include a hosted Exchange solution where a Microsoft Exchange server is set up for you in the ISP’s data centre (i.e. not on your premises). Another hosted solution is provided by using Internet Message Access Protocol (IMAP). With IMAP, all email is stored on the server so it can easily be accessed from any location using Outlook or a web browser. With an IMAP email solution, junk email can be set to go directly to a junk mail folder set up for each user. Alternatively junk email can be re-directed into one mailbox, usually one administered by a network administrator, who can then deal with it appropriately, adding false positives to the whitelist and others to the blacklist. 
Another key advantage of an ISP email filter is that it also filters out viruses. As with the spam rules, the virus definitions on the filter are constantly updated to maximize the chance of capturing emails carrying the latest viruses. ISP filters are very effective since they use virus definitions provided by multiple organizations and often augment these with specially-developed “heuristics” – rules which aggressively search for the newest viruses for which definitions are not yet available. Even though desktop anti-virus is always recommended (email is only the most common method viruses can enter your network) having a system which filters out viruses before they ever reach your network is a highly valuable benefit to using an ISP filter.
Conclusion

Junk email is a like a virus, a burden on productivity and financial resources. Irrespective of any legal solution that is introduced to combat spam, the issue can be dealt with effectively right now with an ISP filter. The cost - about £2 per month per user for a filter - is nothing compared to the cost of lost productivity and IT resources caused by junk email, and by filtering out junk you can ensure that email continues to be the utility it has become.
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