A Practical Approach to dealing with spam e-mail 
By Peter Sweeney, Senior account manager at jmc.it
In the recently published Law Society Solicitors Involvement in E-Business survey, 92% of firms were found to use e-mail for external communication.  The use of e-mail increases significantly with the size of the firm. The following is a condensed summary of very detailed research undertaken by a leading anti-spam software company.
In the early days of the internet, spam, or junk mail was considered as an unavoidable cost of connecting to the world.  As the internet has expanded, spam has taken on the status of an epidemic.  A recent ZDNET newsletter reported nearly 5 million spam attacks per annum. One attack can amount to millions of e-mails and emphasises the size of the problem.  It is now estimated that some 15% of e-mails received each day by British firms is spam.
It can be a mistake to categorise spam too tightly.  The traditional definition is the unsolicited commercial or bulk mail.  Huge inventiveness is invested to hide the source of these mails and bypass traditional filter mechanisms.  However, the largest growing area of concern is the “family and friends assault”, described by Gartner as “friendly fire”. 
Many workplaces are flooded with non work related personal e-mails including photos, jokes, electronic greeting cards and video clips.  One 5Mb video clip uses the same space as 160 standard text e-mails on a server.  Internet research firm Jupiter Media Metrix estimates that each piece of unwanted e-mail costs a firm 60 pence in lost productivity. 
What are the costs to a legal firm of spam e-mail?  

The first is an impact on user productivity.  Research shows that in the US, dealing with e-mails, reading, deleting and responding to them costs some $4000 per annum per employee. As UK users use the same productivity tools; Microsoft Outlook, Novell Groupwise and Lotus notes, this figure applies just as readily to the UK. Second is the impact on the firms’ network and servers.  Something or someone has to deal with these unwanted mails.  Last year, a mailing of just 15,000 junk mails downed a credit card company information server, denying service to 10,000 users in 35 countries.  Simple filtering systems can stop a proportion of this mail but those that are borderline and may be valid mails need human intervention and this carries a cost.
Next is the security aspect.  Spam e-mail is the most common method of delivery of malicious code for virus attacks.  For a law firm in particular, the risk of unfiltered mail is significant.   Adult, racist, offensive and hate mails are a well publicised and common risk of legal liability for all firms.  Finally, spam is a major source of fraud and dishonest money gathering schemes.
How does a firm go about combating the risk?

Traditional measures are coming under pressure.  Most spam filter software uses origin or lexical filtering.  These recognise the domain or IP address of the sender (the origin of the mail) or recognise the content of the mail.  However, spammers are using sophisticated technology to route the mails through several “hops” around the globe to hide it’s origin and changing the “make money quick” message to “here is the information you requested”.  Origin or keyword filtering alone is now no longer sufficient to catch the new wave of spam flooding the internet.  Many internet service providers offer this type of filter mechanism at the point where the mail passes through the internet servers. However, the application of the filter can be arbitrary.  Statutory measures outlawing this type of mail at a national level are largely ineffective due to the lack of a world organisation for the control of the internet and the power of the US free speech lobby.
The main methods of spam filtering are in house, i.e. a software living on a server that analyse all throughput of mails on the network, or outsourcing the filtering to servers run by third parties based on the internet.  Two main proponents of the two types are Surfcontrol for in house filtering and Messagelabs for external web base filtering.  Both are very good at what they do.  The Messagelabs version includes a total solution that includes virus protection, porn filtering and content management as well as spam control.   The pluses are that the system being based on the net and working in real time comes across new threats very quickly.  Mails are analysed before ever getting into a firm’s network. 

Surfcontrol also has the ability to add the virus checking for a complete solution if required. The down side of web based solutions is that the control of the spam filtering is in the hands of an external source.  Although configuration is allowed, as a system integrator, my advice has been for legal firms to take responsibility for their own mail filtering and virus checking and implement a layered defence strategy on their own networks. The Messagelabs solution we would suggest, is particularly suitable for small firms where the hardware costs of implementing an in house solution may be prohibitive, (though consider the wasted time costs of those fee earners dealing with spam at £100 to £200 per hour).  The loss of absolute control over mail filtering may not be such an issue in a small firm. The two types of software can be used together for an extra secure solution if required.  
As an administrator the control given by a solution on the firm’s own network is significant and can be tailored minutely to suit the nature of the firm.  The installation of an e-mail filter would be effected by placing a server running Windows 2000 on a small hub on the network.  All mail traffic passes through the mail filter software installed on that server.   No mail in or out can move without passing through the filter.  (An external filter will not deal with an employee sending rude jokes to 50 other employees internally, an internal one will, and report the findings to the administrator with the names of those involved). 
How does an administrator configure the software to control the mails?  The software is made up of several major parts, all contributing to the overall security of the network.  An anti spam agent is a subscription service that compares mails with a constantly updated database of known spam or junk mails.  The user can choose what to restrict; pornography, illegality, commercial content or by media type such as JPEG, MPEG, or GIF picture formats.  The administrator decides whether to review or automatically discard these mails.  Users can report spam directly back to the database.  Digital signature or “fingerprint” recognition ensures almost no “false positives” when trapping spam. The database is set to update daily automatically each day as the fingerprints are updated. A large team of operatives classify spam each day and respond to submissions of users who had a mail “get though the net”.
A spam dictionary contains extensive lists of adult content and spam related phrases.  This part of the software uses a heuristic analysis of e-mail to detect new spam not listed in established dictionaries.   The threshold at which the dictionary intervenes is set by the user.  Too aggressive a value can lead to none spam e-mails being trapped, though these can be routed through the postmaster on the internal network for review.  A Virtual Learning Agent (VLA) is a neural network engine that is pre-trained on adult content and users.  If the VLA is pointed at a list of spam messages, it can learn from these and excludes them in future and all those similar to the originals even though changed by the spammer.  The administrator should deliver suspicious messages with a low probability of being spam into a dedicated spam folder.  The users then have control and the ability to identify spam to the administrator, leading to long term accuracy in spam detection.  
A HTML stripper is included as part of the package.  Jokes, chain letters and other content can contain HTML code that is a favourite with spammers and virus authors.  The user picks the type of content to be stripped out.  This can be JavaScript, Active X content, or VB script.   Not many legal firms have much use for mails with this content.  This type of filtering puts paid to the “elf bowling” games type mails so prevalent at Christmas time.  If active X is required, it can be allowed, for purposes of sending maps for example, that may contain this content.
A client name DNS Look Up system checks the address of the sender to check if the sender of the mail is valid by checking the IP address of the sender.  If there is a mismatch the user can set the system to just log the mismatch, or deny the mail depending on the nature of the IP address mismatch.  In addition the user can build their own database of spammers, by IP address, domain or e-mail address.
There are third party services dedicated to identifying and logging spam messages and spammers.  These can be subscribed to. They are known as” Real Time Blackhole Lists”.   The most common are sites such as Mail-abuse.org and dsbl.org.   When an e-mail server connects to Surfcontrol, the connection presents the IP address to the subscribed RTBL and if there is a match, disconnects the server with a message “You have been blacklisted”.   A final line of defence is the Virtual Image agent that identifies human flesh tones in pictures and by doing so denies pornographic picture content from the network.  The user sets the threshold once again.  Too low a threshold and innocent pictures will be trapped and not allowed.  
This aspect of the protection of a network is merely a part of a security solution that should be adopted by all firms.  This type of software links to virus checking software for looking inside incoming mails and attachments and is available as bundle with web filtering software, the control of access to websites at a detailed level.  These can also be used with Microsoft’s own security offering ISA server and there is a version available for Novell users. Spam filtering should be looked on as only part of a solution. 
Keeping spam out of the networks by putting the mail filter between the firm’s network and the internet is a must in a properly configured network. It keeps the problem mail outside the network and the administrator can decide what to do with the borderline cases.   However, the biggest single defence in any organisation is a clearly defined and rigorously applied policy towards spam in all it’s forms.  Every employee should be obligated to comply with the policy and educated to the dangers of spam. (Over 90% of firms provide no training on managing spam and junk mail).  Junior employees are among the biggest abusers of company e-mail.  
In conclusion, here are the 6 main things any firm should do to minimise the dangers of spam.

1. Tell users never to respond to spam e-mail.  Sending a reply of any sort confirms the user’s e-mail and results in more mail. 
2. Tell employees never to forward junk e-mail messages to other employees.

3. Include guidance in an acceptable use policy prohibiting the use of company e-mail addresses when surfing or shopping online

4. Subscribe to a “real time black hole” list service that blocks mail from known spammers.

5. Subscribe to a digital signature database list and keep the subscription up to date
6. Install content filtering that scans and blocks mail messages.
Spam is a huge hidden cost to any firm and should be addressed right now.  As Eric Allman, the writer of the first effective e-mail program in 1981 said recently, “There is a genuine risk that too much spam will kill off e-mail.  We haven’t got there yet, but it could happen”.  
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