Prevention before Cure – Avoiding the Spammers
By Dean Hill-Jowett, IT Manager of Edwards Geldard

In a single month, one of our staff received over 1200 emails of an unsolicited nature offering all kinds of cures, miracles and riches. This had been plaguing the person for the past few months and was noticed only because of our new content scanning system.  This was a serious problem causing embarrassment and distress to the individual whilst cultivating a less then favourable working condition as so much of their time was spent deleting the barrage of SPAM from their inbox in order to find their legitimate correspondence: we had a problem and needed to find a cure.

Legislation

While the expansion of enforcement powers to combat SPAM continues to gain momentum the effect it is having on the spammers is minimal.  In an internet driven world it is almost impossible to police those who are online.  Closing down one emailing address will simply open others whilst trying to shutdown the source of the problem is equally ineffective.  The international laws and resources involved in finding and shutting down the physical location of a spammer are colossal.  As a business it would be unwise to look at improvements in legislation as the protection you need from SPAM.

ISP Services

The possibility of active scanning and prevention of SPAM through your ISP sounds like the best solution. However there is the risk that legitimate emails could be blocked:  given 300 accounts and an error ratio of 0.1% this could amount to as many as 25 incorrect emails blocked a month.  If any of them are time critical it would have an immediate impact on the business from the delay of talking with the ISP about releasing the email -  assuming you are aware of the blocked email in the first place.  This solution takes control outside the organisation increasing the risk of failure to act on a client’s instruction in a timely fashion.

Other Solutions

These are either very unreliable or too difficult to maintain.  Email is simple to use and needlessly increasing its complexity (unless for security reasons) will hinder one of the most used forms of communication by business today.  Thus effectively ruling out implementation of a procedure where someone is required to ‘identify’ themselves before being able to send an email.  Maintaining a list of known spammers would also be impossible as the professional spammer hi-jacks legitimate accounts from which to sent emails.  The use of technology to scan for known content is not pre-emptive enough as unknown SPAM will get though until the content is placed in the scanning software.

Minimising the Risk

Understanding how a spammer gets hold of an email address can help prevent SPAM.  When advertising your email address do not use the @ symbol on the web page as spammers will often scan web sites for usable addresses, instead use the word ‘at’ or something similar.  This will prevent prospective clients emailing direct from the web site however.  One solution is to have a single email address like ‘contact@company.com’ that is linked to the details on the web site.  By presetting the subject line with the person being contacted you can easily filter the legitimate emails from the SPAM and forward them to the correct person.  While not perfect it can protect a large number of email addresses while ensuring visitors to the site can still send in correspondence.

Further investigation into the above person’s problem revealed that they had given out their email address over the internet before being barraged with endless amounts of SPAM.  Therefore the first act of reducing (or preventing) SPAM is controlling your email address.  In this case the person’s email address became compromised (the web site sold the address to others).  The only course of action left was to change the address.  Even now, over a year later, 800 emails a month arrive for the old address.  

Currently there appears to be no reliable way to prevent SPAM other than to minimise the risk of an email address appearing on a spammer’s list.  The only remedy once this happens is to change your email address.  Not the best solution as this has similar repercussions as changing your mobile phone number.  Currently the spammers appear to be one step ahead.  The future however, may be very different. 

Bayesian filtering uses advanced logic techniques to discover SPAM and ‘learns’ the patterns that are clear indicators of whether an email is SPAM or not, and scanning not just the content but also its source, how it is addressed and how the email has been put together (technically).    This allows the scanner to pick up on emails that look authentic but contain hidden information - for example an e-mail where the recipient is also the sender.  

This is more advanced and seemingly more reliable than other techniques which look for word pattern, but the technology is currently in its infancy and not commercially viable for deployment into most commercial environments due to: 

· cost

· support 

· time required to setup the system  


As the system learns from patterns within SPAM, any new attempt by a spammer using different techniques could quickly be learnt by the system and countered.  

Once we have in place a system that prevents the majority of SPAM from getting to the intended target’s inbox the spammers will no longer have a tool that will provide them revenue, like an advertising method that only reaches a small group of people.  Until then the only true defence is in keeping your email address out of the spammers’ lists.  Use a non-work address – there are many provided free on the internet – when signing up to any internet based subscriptions – unless the source is a well known and trusted organisation.  Providing alternate addresses for use on web pages can also reduce the chance of a personal email address becoming compromised.
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